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DIGITALIZATION'S IMPACT ON INDUSTRIAL MANAGEMENT
AND MARKETING: ADDRESSING THE CHALLENGES OF OUR TIME

OEAKI ACMEKTW BNJINBY UW®POBI3ALII HA MPOMWCIIOBUIA
MEHEAXKMEHT TA MAPKETWHT : BIAMOBIAb HA BUKITK YACY

The article provides a specification of the main aspects of digitization's impact on industrial manage-
ment and marketing. A distinctive feature of the research is that it convincingly demonstrates, based
on logical analysis and synthesis methods, that the large-scale invasion of Russia into Ukraine did not
halt the processes of digitization in industrial management and marketing. Using logical operations of
comparison and abstraction, it has been proven that the processes of implementing digital technolo-
gies and tools for optimization and automation of management and marketing processes in industrial
enterprises continue to evolve, albeit with a shift in their nature from security-oriented to reactive. This
process entails the situational transformation of traditional work methods and the utilization of digital
resources, which serves as a response to the challenges of the time, shaped by the ever-changing
needs of industrial enterprises. The prospects for further research include the development of a model
for the continuous adaptation of industrial management and marketing systems to changes. This model
could be based on the integration of digital technologies, data, and analytics, enabling organizations to
become more flexible and responsive to the challenges of the time.

Key words: management, marketing, network performance monitoring, marketing companies,
strategic decision-making, customer needs.

AKTyanbHiCTb JOCNIIKEHHA 3yMOBMNEHa TUM, WO 3 nodyatkom naHaemii COVID-19 6arato npomuc-
NoBUX NiANPUEMCTB akKTUBHO Mo4yanu BNPOBaaXyBaTy UMGPOBI TEXHOMOrIT y MpoLecn ynpaBniHHA Ta
MapkeTuHry. OCHOBHMI akueHT 6yB 3po6neHnin Ha BiaaaneHin poboTi Ta KOMyHikauii. 3okpema, 6ynu
BBEAEHI B pO6OTY CUCTEMMU, IHCTPYMEHTM Ta NnaTtopmMm, WO AO3BONUIM NpautoBaTh BignaneHo i 3abes-
neynTn edpekTMBHY KOMYHiKaLito Mi>k cniBpobiTHMKaMKM Ta KnieHTamu. barato npomncnoBmMx KkomMnaHin
3MIHUN CBOO CTPATErito NPOCcyBaHHA TOBapIB i MOCNYT, WO cTano HeobXiaHICTIO B yMOBaX 0OMEXeHb,
noB'A3aHNX 3i 36epeXkeHHAM 340POB'A CNIBPOBITHUKIB | KNIEHTIB, @ TAKOXK 3MiHOIO CNOCOBY CMOXMBaHHA
ToBapiB i nocnyr. OagHak, 3 Nno4aTKOM BiliCbKOBOI arpecii, Ui npouecu 3a3Hanu we 6inbwnx 3amiH. Bigrak,
aBTOpaMu OCHimKEHHA 6yNM KOHKPETM30BaHi OCHOBHI acnekT BNAMBY LW pPOBi3aLii Ha NpoMucIio-
BUN MeHeMKMEHT Ta MapkeTuHr. OcobnumBicTiO AOCNIAKEHHA € Te, WO Ha OCHOBiI METOAIB NOriYyHoro
aHanizy Ta cuHTe3dy 6yno Hao4YHO AOBEeAEHO, WO WrpokomacwTabHe BTOprHeHHA Pocii B YkpaiHy He
Npu3Beno A0 3yNWHKM NpoueciB LMdPOoBi3aLii NPOMMCNOBOro MeHeDKMEHTY Ta MapKeTUHry. 3a Aono-
MOTrOI0 METOAIB NMOTriYHNX onepaLii NopiBHAHHA Ta abcTparyBaHHA Gyno AOBEAEHO, LLLO BMNPOBaAXKEHHA
uMdPOBNX TEXHONOT i Ta IHCTPYMEHTIB ANA ONTMMI3aLlii Ta aBToOMaTu3aLii ynpaBniHCbKMX Ta MapKeTUH-
rOBMX NPOLECIB Y MPOMUCIOBMX MNiANPMEMCTBaX NPOAOBXKYETbCA, XO4a 3MiHMMOCA IXHE CNPAMYBaHHA 3
6e3neKoBOro Ha peakTMBHWIA. 3rigHO 3 pe3yrnbTaTaMyn AOCIIIKEHHA, CTa€ OYEBUAHMM, LLO CUTYaTUBHE
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NnepeTBOPEHHA TPaANUIMHNUX METOAIB yNpaBriHHA Ta MapKETUHIY | BAKOPUCTaHHA LM(POBUX pecypciB
€ BiANOBIAAI Ha BMKMNKK Yacy, cchopmMoBaHi 3arposamu kibepbesnekn, amiHamun y notpebax T1a npio-
puTeTax cnoxkmBayiB, 3MiHaMM B NpoLiecax BUKOPUCTAHHA AaHUX ANA NPUAHATTA cTpaTeriYyHnX pilleHsb,
0BMEXEHHAMMN MOXIMBOCTAMM ANA 3yCTPiYer 3 Koneramm Ta KrnieHTamMmm Ta 0COOUCTOro KOHTaKTy. 3MiHa
XapakTepy undpoBizauii NPOMMUCNOBOro MeHeIKMEHTY Ta MapKeTUHTy 3 6e3NeKoBOro Ha peakTUBHUN
BinOYBAETbLCA LUMAXOM BHECEHHA 3MiH y iX TexHonoridyHe cepenosuwle. [AnAa noganbwnx AOCHioXKEHb
nepcnekTMBHMM € po3pobka Moaeni NOCTIMHOT aganTaLii cMcTeM NPOMUCIOBOro MEHEIXKMEHTY Ta Map-
KETUHIy A0 3MiH. Lla moaenb mae BpaxoByBaTW WBWUAKI 3MIHW Yy TEXHOMOTIAX, Yy noTpebax puHKy Ta y
LWBNAKOCTI pearyBaHHA Ha HenepeabayvyBsaHi cuTyalii, Lo BUHUKAIOTb B Pe3ynbTaTi 3MiH Y coujianbHOMY
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Ta EKOHOMIYHOMY CepeaoBULLi.

KniouoBi cnoBa: MeHemXMEHT, MapKETUHI, MOHITOPUHI MPOAYKTUBHOCTI Mepexi, MapKeTUHroBi
KOMMaHii, NPUAHATTA CTPaTEriYHMX pilleHb, NOTPebun KIieHTIB.

Statement of the problem. With the onset
of the COVID-19 pandemic, many companies
and industrial enterprises started actively adopt-
ing digital technologies in their management
and marketing processes. Specifically, the main
focus was on remote work and communication.
Indeed, the implementation of video conferenc-
ing systems, mass collaboration tools, and cloud
platforms allowed for remote work and facilitated
effective communication among employees and
clients. Additionally, many industrial companies
have shifted their strategy towards more active
utilization of online platforms for selling goods
and services, virtual stores, and advertising cam-
paigns on social media. This became necessary
due to the restrictions associated with ensuring
the health and safety of employees and custom-
ers, as well as the changing consumer behavior.
Furthermore, with the onset of military aggres-
sion, these processes have continued, but they
have also become more diverse and complex
in nature, as they are largely driven by the chal-
lenges of the time.

Analysis of recent research and publications.
For a comprehensive understanding of the pecu-
liarities of digitization in industrial management
and marketing, it is advisable to refer to the works
of domestic scholars who systematically study
this issue. The works of the following scholars
are widely recognized in the field: Maslyhan O.,
Bannikov V., Lobunets T., Buriak I., Shevchuk L.,
Voronkova V., Metelenko N., Olyfirenko Y.,
Povna S., and Bilanenko O. However, it is prob-
lematic that the majority of studies focus on
examining the peculiarities of digitization within
the defined scope during the COVID-19 pandemic.
At the same time, the fundamental aspects of the
impact of digitization on industrial management
and marketing in the context of military aggres-
sion have been largely overlooked and remain
practically unexplored.

Objectives of the article. According to the
information provided, the purpose of the article is
to specify the main aspects of the impact of digi-
tization on industrial management and marketing.

EKOHOMIKA TA YTIPAB AIHHA TIIATTPMEMCTBAMU

Summary of the main research material. The
analysis of recent studies confirms that the large-
scale invasion of Russia into Ukraine since Febru-
ary 24, 2022, did not halt the digitization processes
in industrial management and marketing. The
implementation of digital technologies and tools
for optimizing and automating management and
marketing processes in industrial enterprises is
currently continuing with a shift from security-ori-
ented to reactive.

This process involves the situational transfor-
mation of traditional work methods, and the uti-
lization of digital resources serves as a response
to the challenges of the time, shaped by the
ever-changing needs of industrial enterprises.
Indeed, a reactive approach means that the enter-
prise responds to emerging problems or needs by
taking situational measures to address them.

For example, if a new cybersecurity threat
arises or there are issues with data security, the
organization reacts by implementing additional
security measures, enhancing control, and chang-
ing processes. Additionally, when new technolo-
gies or customer needs emerge, the organization
responds by rapidly adopting digital solutions to
meet those needs and leverage new opportunities.

Indeed, the reactivity of digitization processes
is driven by the need to respond to challenges
that arise during military aggression. These
challenges include cybersecurity threats, shifts
in consumer needs and priorities, changes in
data utilization for strategic decision-making,
and limitations on in-person meetings and per-
sonal contact [1; 3; 5]. While these challenges
are not exhaustive, they allow us to identify the
key aspects of the digitization impact in industrial
management and marketing. Let's examine each
of these aspects in more detail.

In the context of war, cybersecurity threats
become particularly significant. To minimize this
threat, industrial enterprises direct their digiti-
zation processes toward enhancing the protec-
tion of their digital management and marketing
systems, data, and infrastructure from potential
cyberattacks.
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Based on recent research analysis [1-2; 5],
such processes may include:

1. Implementation of modern security systems
(which are a combination system formed through
the installation of firewalls, intrusion detection
systems (IDS), intrusion prevention systems (IPS),
antivirus software, etc.) into digital management
and marketing systems.

2. The data encryption systems use in manage-
ment and marketing ensures an additional level of
confidential information protection. It is achieved
through:

- confidential information protection (includes
encrypting management data such as financial
reports, strategic plans, or personal customer
data that may contain sensitive information);

— customer personal data protection (involves
encrypting customer personal data, such as
names, addresses, email addresses, and so on);

— electronic communication protection
(includes encrypting data during the transmission
of electronic messages, emails, or other forms of
communication to ensure the confidentiality and
integrity of the information).

3. The use of network monitoring in manage-
ment and marketing is essential for:

— abnormal activity detection through cyber-
attack detection (it allows for the identification of
unusual or suspicious activity that may indicate
potential cyberattacks);

— information leaks detecting (network moni-
toring helps identify possible leaks of confidential
information by keeping track of network activities);

— internal threats identifying (it assists in iden-
tifying potential threats from within the organiza-
tion, such as unauthorized access or misuse of
resources);

— optimizing network processes (network mon-
itoring enables the detection of bottlenecks, mon-
itoring network performance, identifying unusual
customer activity, and assessing the effectiveness
of marketing campaigns, among other things).

4. Strengthening the cybersecurity culture
among employees is achieved through:

— providing proper training and awareness on
cybersecurity (involves organizing regular training
programs, seminars, and workshops to disseminate
information about potential cyber threats, defense
methods, and incident response procedures);

— developing clear cybersecurity policies and
procedures (these documents should be known
and followed by all employees. They should
include rules for password usage, safe practices
for handling emails, and the use of company soft-
ware and resources),

— promoting cybersecurity awareness among
employees (this can be achieved by creating a
security-conscious culture aimed at encourag-
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ing employees to adhere to best cybersecurity
practices. It involves recognizing their efforts and
emphasizing the importance of security as an inte-
gral part of their job).

The specific effects of digitalization on the
security of digital systems in industrial manage-
ment and marketing are illustrated in Figure 1.

To implement the aforementioned measures,
industrial enterprises actively engage cybersecu-
rity experts. This is done to make changes to the
technological environments of management and
marketing based on the assessment of potential
threats and to modify response strategies to pos-
sible cyber-attacks by altering their technological
landscape.

In war conditions, there is a rapid change in
consumer needs and priorities. Therefore, accord-
ing to the available research [3; 4], it is evident that
industrial enterprises utilize digitization to adapt
to new conditions and to modify their marketing
strategies by employing digital communication
channels to attract and retain customers.

Thus, the impact of digitization processes may
include [3; 4]:

1. Creation and maintenance of online pres-
ence, through websites, social media profiles,
online stores, etc. This enables attracting con-
sumer attention, showcasing products and ser-
vices, and informing about promotions and spe-
cial offers.

2. Utilizing social media to engage with cus-
tomers, capture their attention, foster interaction,
and obtain feedback. They publish interesting and
valuable content, organize giveaways and con-
tests, collaborate with influential personalities etc.

3. Implementing e-commerce to enable cus-
tomers to make online purchases through conve-
nient and secure platforms for ordering products
and services, accepting payments, and facilitating
delivery.

4. Collecting and analyzing customer data and
creating personalized marketing campaigns (indi-
vidually tailored offers and recommendations, as
well as personalized communication) to increase
the chances of attracting and retaining customers.

5. Creating a virtual experience for customers
(virtual tours, product demonstrations, video pre-
sentations, and interactive applications) to pro-
vide customers with products or services remote
imaging.

6. Using video clips to showcase products, pro-
vide usage instructions, and organize webinars for
customer training and consultation.

Digitization provides industrial enterprises with
a range of tools to adapt to changing consumer
needs and priorities.

These tools enable the transformation of the
technological environment of industrial marketing

BUITYCK Ne 3(92), 2023
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Enterprises utilize digitalization to protect their digital systems, data, and infrastructure
from potential cyberattacks.

Ty
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Figure 1. The effect of digitalization on safeguarding digital systems

in industrial management and marketing
Note:
*(1) installation of firewalls to control incoming and outgoing traffic in computer networks; (2) intrusion detection
systems installation (IDS) detects abnormal or suspicious activity in computer networks; (3) intrusion prevention
systems implementation (IPS) responds to detected anomalous activity by blocking attacks or unwanted elements;
(4) modern antivirus programs use.
** (1) confidential information protection; (2) customers' personal data protection; (3) electronic communication
protection.
*** (1) cyber-attacks detection; (2) information leaks detection; (3) internal threats detection; (4) network processes
optimization
**%* (1) providing proper cybersecurity training and awareness among employees; (2) developing clear
cybersecurity policies and procedures that should be known and followed by all employees; (3) promoting

cybersecurity awareness among employees by fostering a culture of security.

Source: formed based on [1-2; 5]

in a way that supports constant interaction with
customers, attracts new audiences, and retains
existing customers. The specific impact of digiti-
zation on the adaptation characteristics of indus-
trial enterprises to new conditions and changes in
marketing strategies is illustrated in Figure 2.

The digitization impact focused on expand-
ing the capabilities of industrial enterprises to
engage with consumers remotely, their demands
and preferences include. It enables quick respon-
siveness to market changes influenced by shifts
in consumer habits and demand for products and
services.

In war conditions the change in data utilization
processes for strategic decision-making is inevi-
table. When the situation rapidly evolves, digiti-
zation (including the implementation of analytical
tools and artificial intelligence for data collection,
analysis, and utilization from various sources,
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including social media, online resources, and
other digital communication channels) is neces-
sary to ensure the adaptability and flexibility of
strategic decision-making processes. Thus, the
visualization of the impact of digitization on the
peculiarities of strategic decision-making in indus-
trial management and marketing is presented in
Figure 3.

Thus, the digitalization impact on the charac-
teristics of strategic decision-making in industrial
management and marketing is since the collected
data (which can include customer feedback, con-
sumption trends, demand for goods and services,
competitive information, etc.) need to be analyzed
using machine learning algorithms and artificial
intelligence to identify useful patterns, forecast
trends, and develop strategies. Furthermore, dig-
italization processes in industrial management
and marketing shape changes in the technological
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Enterprises utilize digitization to adapt to new conditions and adjust their marketing
strategies.

Figure 2. Digitization impact on the peculiarities of industrial enterprises' adaptation
to new conditions and changes in marketing strategies

Note:

* (1) use of video clips to demonstrate the product; (2) use of video clips to provide instructions on product usage.
** creation and maintenance of online presence for industrial enterprises through websites, social media profiles,
online stores, etc.

*** use of social media to interact with customers, attract their attention, facilitate interaction, and obtain feedback.
Company experts publish interesting and useful content, organize giveaways and contests, collaborate with
influential personalities, etc.

**¥* industrial enterprises implement e-commerce to enable customers to make online purchases.

Source: formed based on [3]

Enterprises utilize digitization to ensure the adaptability and flexibility
of strategic decision-making processes.

— [
—
) __{

Figure 3. Digitalization impact on the characteristics of strategic decision-making
in industrial management and marketing of the enterprise

——
— il

Note:
*(1) patterns identification; (2) trend forecasting; (3) flexible marketing and management strategies development.

** (1) flexible data analytics opportunities creation identifies new potential markets; (2) opportunities creation for
determining optimal pricing strategies, improving logistics, and supply chain management.

Source: formed based on [1-2]
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environment, creating opportunities to develop
flexible data analytics for identifying new potential
markets, determining optimal pricing strategies,
and improving logistics, and supply chain man-
agement. It helps industrial enterprises adapt to
market changes and respond to new consumer
demands.

In the conditions of military aggression, there
are limitations on the possibilities of meetings and
personal contact. Therefore, industrial enterprises
are implementing virtual and remote solutions
such as [1-2; 5-6]:

1. Video conferences and online meetings
(using web cameras, microphones, and specialized
software, industrial enterprises can conduct con-
ferences and virtual meetings with their employ-
ees, clients, and partners in real-time mode). This
allows for communication, discussion of issues,
presentations, and even remote training.

2. Virtual exhibitions, to maintain communica-
tion with employees, clients, and partners (takes
place on specialized online platforms). It provides
the opportunity to showcase products and ser-
vices, conduct presentations, and interact with
potential clients and partners in a virtual environ-
ment. It helps reduce costs for organizing and par-
ticipating in exhibitions and allows for reaching a
wide audience without geographical limitations.

The specifics of the digitalization impact on
the adaptation features of industrial enterprises to
new conditions and changes in marketing strate-
gies are shown in Figure 4.
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Therefore, digital technologies impact the for-
mat of business meetings and personal contact
occurs through establishing communication with
employees, clients, and partners without the need
for physical presence in meetings.

It should be noted that there is a significant
specificity in the impact of digitization on indus-
trial management and marketing, as these pro-
cesses essentially respond to the challenges of the
time. The ultimate consequences of implementing
digital technologies during military aggression
can vary and technically depend on specific cir-
cumstances and company strategies. However,
flexibility and readiness for change in industrial
management and marketing are important to suc-
cessfully adapt to new conditions and challenges.

Conclusions from the study. The research
highlights that the large-scale invasion of Russia
into Ukraine did not halt the digitization processes
in industrial management and marketing. The
study has demonstrated that:

1. The processes of implementing digital tech-
nologies and tools for optimization and automa-
tion of management and marketing processes
have changed their nature from being security-ori-
ented to reactive. This leads to the conclusion that
there has been a transition to a reactive approach
in the digitization of industrial management and
marketing. Moreover, through the processes of
digitization, industrial enterprises are adapting to
emerging problems or needs by taking measures
to address them.

Enterprises utilize digitalization to facilitate remote
meetings and personal interaction.

) ]

Figure 4. Digital technologies impact the format of business meetings
and personal contacts in enterprises' industrial management and marketing systems

Note:

*The processes are carried out through the use of: (1) web cameras; (2) microphones; (3) specialized software.
** The processes are carried out through the use of specialized online platforms, where companies can create
virtual stands, showcase their products, conduct presentations, and even organize video conferences for

communication with employees, clients, and partners.
Source: formed based on [1-2; 5-6]
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2. The situational transformation of traditional
management and marketing methods and digital
resources used are a response to the challenges
of the time. This response leads to the conclusion
that digital transformation is inherently unstable,
requiring flexibility and rapid response to chang-
ing conditions and market demands. Digitizing
industrial management is driven by the need to
adjust efficiency and production processes in
response to problems or needs, as well as demand
changes, among other factors. Similarly, digitizing
industrial marketing is driven by the need to adjust
efficiency, address limitations in product promo-
tion, attract new customers, and build interactions
with them.

3. Digitalization in industrial management and
marketing nature is undergoing a shift from secu-
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rity-oriented to reactive, achieved through the
technological environment changes of the sys-
tems facilitate their functioning. The fundamental
aspects of digitalization in industrial management
encompass active responses occurring in digital
management systems, business process auto-
mation, and implementation of electronic moni-
toring and control systems uses. The fundamen-
tal aspects of industrial marketing digitalization
encompass responses taking place in the utiliza-
tion of digital communication channels, internet
marketing, social media, data analytics, and other
digital tools.

The prospects for further research include the
development of a model for the continuous adap-
tation of industrial management and marketing
systems to changes.
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